HELLO, I'M DANIELA ¥

@sericaia



DISCLAIMER

| am not an expert on web security






LET'S PLAY

"I'VE NEVER..."

...ran in the rain
...danced on the street




I'VE NEVER "CHANGED A WEBSITE'S URL"

http://somewebsite.com/articles?
user=12345&role=EDITOR

http://somewebsite.com/login/admin
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WHAT DOES OWASP STAND FOR?

Open Web Application Security Project



TOP 10 SECURITY ISSUES



TOP 10 SECURITY ISSUES &

e A1:2017 - Injection

e A2:2017 - Broken Authentication

e A3:2017 - Sensitive Data Exposure

e A4:2017 - XML External Entities (XXE)

e A5:2017 - Broken Access Control

e A6:2017 - Security Misconfiguration

e A7:2017 - Cross-Site Scripting (XSS)

e A8:2017 - Insecure Deserialization

e A9:2017 - Using Components with Known Vulnerabilities

e A10:2017 - Insufficient Logging & Monitoring



IMPORTANT NOTE!

SOMETIMES EXAMPLES FIT MORE THAN ONE
OWASP ISSUE



I'VE NEVER "CHANGED A WEBSITE'S URL"

http://somewebsite.com/articles?
user=12345&role=EDITOR

http://somewebsite.com/login/admin
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N PN

- Broken Access Control 4

,6'1"75'-'@3 y.com/photos/glass-shattered-window-destruction-984457/)

.



https://pixabay.com/photos/glass-shattered-window-destruction-984457/

I'VE NEVER "HACKED A WEBSITE URL TO CHECK ACCESS
TO ADMIN DATA"

Use in public and (expected) authenticated resources



Forbidden
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https://pixabay.com/illustrations/eye-iris-biometrics-2771174/

I'VE NEVER "USED REAL IDS IN URLS"



I'VE NEVER "SET UP A CERTIFICATE"

Mozilla SSL Configuration Generator

) Apache ) Modern Server Version 114.0
® Nginx ® Intermediate OpenS5L Version 1.0.1e
0 Lighttpd o Old HSTS Enabled #

o HAProxy

O AWSELB

nginx 1.14.0 | intermediate profile | OpenSSL 1.0.1e | link

Oldest compatible clients: Firefox 1, Chrome 1, IE 7, Opera 5, Safari 1, Windows XP IEB, Android 2.3, Java 7

gerver {
listen 80 default server;
lieten [::]:80 default server;

# Redireet all HITP requests to HTTPS with a 301 Moved Permanently response.
return 301 https://Shostirequest uri;

¥

server {
listen 443 =al hetp2;
listen [::]:443 22l httpld;

# certs sent to the elient in SERVER HELLO are concatenated in ss] ecertificate
aal sertificate /pathfto/signed sert plus intermediates;

g8l certificate key /path/to/private key;

aal session timesut ld;

agl sesaion_cache shared:SSL:50m;

a8l session tieckets off;

# Diffie-Hellman parameter for DHE eiphersuites, recommendsed 204E bits
aal dhparam /path/te/dhparam.pem;

# intermediate configquration. tweak to your needs.

88l protoecols TLSvl TLSW1.1l TLEw1.2;

agl eiphers 'ECDHE-ECDSA-CHACHAZD-POLY1305:ECDHE-RSA-CHACHAZ0-BOLY1305 :ECDHE-ECDSA-AES128-GCM-SHAZS6 : ECDHE-F
g8l prefer server ciphers on;

# HSTS (ngx http headers module ia required) (15768000 seconds = & months)
add header Striect-Transport-Security max-age=1576E000;

# OCSP Stapling ---

# fetch OCSP records from URL in asl certificate and cache them
aal stapling on;

gal stapling werify on;

## verify chain of trust of OCSP response using Root CA and Intermediate certs
a8l _truated certificate /path/to/root CA cert plus intermediates;

resalver <IP DHE resolver>;




I'VE NEVER "USED BCRYPT WITHOUT UNDERSTANDING
WHAT SALT IS”

const saltRounds = 10;
async function addUser(username, password) {

await bcrypt.genSalt(saltRounds) ;
await bcrypt.hash(password, salt);

const salt
const hash

// store hash in DB

DEMO



e

i

al.'-"l"l -i"":j'Tl;ri;-ll : ’I.;I
\ a0 4

s Ead
as WY R
LR

' ',&-‘ f oo '|II"
_ AR
.l ol d- '

pijb bt !



https://pixabay.com/photos/credit-card-charge-card-money-1583534/

your-email@your-provider.com does not exist in
our database. Try again.

Oh, don't give me that.



I'VE NEVER "SET THE WRONG SECURITY HEADERS”



" s S
A6 Secunty Mlsconﬁguratlon



https://pixabay.com/photos/electrical-planning-3536767/

I'VE NEVER "FORGOT THAT USERS CAN BE MAD AND

LEAVE ROOM FOR INJECTION" (1/2)

(ON GraphiQL

raphgl API

raphQL Endpoint  http:/localhost:4000/graphq| Method POS

iraphiQL 'iJ"f-?' Prettify

)

| ~ {

4 "data”: {

> { “"employees”: [

} - employees(filter: "{\"workEmail\": “"test®email.com\"}"){ =~ {

) slackHandle "slackHandle": "mickey"”,
) permanent { "permanent”: {

/ workEmatil "workEmail®: “test®email.com”,
3 birthday "birthday”: "11-18"

) t }

) } }

L} ]

: }

3 }

1



I'VE NEVER "FORGOT THAT USERS CAN BE MAD AND

LEAVE ROOM FOR INJECTION" (2/2)

GraphQL Endpoint  http://localhost:4000/graphg| Method POST

GraphiQL (B Prettify
b

118

119 - {

1720 « “data": {

121 - "employees”: [

122 - {

123~ { "slackHandle™: "mickey"”,

124 = employees(filter: "{\"workEmail:\": {\"$gte\": “"\"}}"){ “permanent”: {

125 slackHandle "workEmail”: "test@®email.com”,
126 permanent { "birthday"”: "11-18"

127 workEmatil T

128 birthday 1,

129 } - {

130 } "slackHandle”: "donald”,

131 } "permanent”: {

132 "workEmail": "testZ@email.com”,
133 "birthday”: "@6-09"

134 }

135 1,

136 - {

137 "slackHandle”: “goofy”,

138 "permanent”: {

139 "workEmail”: "test3®email.com”,
14@ "birthday”: "@5-25"

141 | 1



I'VE NEVER "SET LIMITS ON REQUESTS" (1/2)



query A
employees {
name
email
manager {
name
email
manager {
name
email
manager {
/] ...

}
}
}






https://pixabay.com/illustrations/syringe-pill-capsule-morphine-1884784/




I'VE NEVER "IMPLEMENTED STRICT CSP RULES”

DEMO



; T

O

ource h_ftMpixaba y.com/photos/camera-b

=\

\,

i
7


https://pixabay.com/photos/camera-backpack-theft-steal-2292843/




I'VE NEVER "GAVE EXTRA PERMISSIONS TO EXTERNAL
LINKS"



S-man-busines.



https://pixabay.com/photos/suit-business-man-business-man-673697/

TOP 10 SECURITY ISSUES &

e A1:2017 - Injection

e A2:2017 - Broken Authentication

e A3:2017 - Sensitive Data Exposure

e A4:2017 - XML External Entities (XXE)

e A5:2017 - Broken Access Control

e A6:2017 - Security Misconfiguration

e A7:2017 - Cross-Site Scripting (XSS)

e A8:2017 - Insecure Deserialization

e A9:2017 - Using Components with Known Vulnerabilities

e A10:2017 - Insufficient Logging & Monitoring



THANK YOU! \¥ QUESTIONS?

Daniela Matos de Carvalho @sericaia

lavin Mo,’YQECV\iAﬁ
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https://www.google.com/url?

2F%2Fmedium.com%2F%40chumworth%2Fteach
your-children-well-folks-29be20e29299&psig=AQvVaw2mnzR-3Nbzu6aop6zRQjS2&ust=1554815941821077


https://www.google.com/url?sa=i&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwiFm8T4ysDhAhUMXRoKHXbTABwQjRx6BAgBEAU&url=https%3A%2F%2Fmedium.com%2F%40chumworth%2Fteach-your-children-well-folks-29be20e29299&psig=AOvVaw2mnzR-3Nbzu6aop6zRQjS2&ust=1554815941821077

RESOURCES

e General

o The Open Web Application Security Project (QWASP)

o Mozilla docs on web security

o HTTP security report - best practices

o Common Vulnerabilities and Exposures (CVE)
= CVE For Hapl.|s
» CVE For Express.|s

o Blogpost: "We're under attack! 23+ Node.js security best
practices”

o Blogpost: "Web Security basics by Martin Fowler”

o Blogpost: "A Tale of (prototype)_Poisoning"

o Free Security training_for developers



https://www.owasp.org/
https://developer.mozilla.org/en-US/docs/Web/Security
https://httpsecurityreport.com/best_practice.html
https://cve.mitre.org/
https://www.cvedetails.com/vulnerability-list/vendor_id-15059/Hapijs.html
https://www.cvedetails.com/vulnerability-list/vendor_id-16822/product_id-39387/Expressjs-Express.html
https://medium.com/@nodepractices/were-under-attack-23-node-js-security-best-practices-e33c146cb87d
https://martinfowler.com/articles/web-security-basics.html
https://hueniverse.com/a-tale-of-prototype-poisoning-2610fa170061
https://www.hacksplaining.com/

RESOURCES

e YLD blogposts on web security
o Blogpost: "Security Trivia Series: Hints on default-src CSP
directive’
o Blogpost: "Security Trivia Series: Understanding CSP's Reporting’

e Site Scanners
o SS| labs
o Security headers


https://medium.com/yld-engineering-blog/security-trivia-series-hints-on-default-src-csp-directive-7044c65db951
https://medium.com/yld-engineering-blog/security-trivia-series-understanding-csps-reporting-68d885596686
https://www.ssllabs.com/
https://securityheaders.com/

RESOURCES (NODE.JS)

e Useful modules
o bcrypt, save sensitive data encrypted
o helmet, helps to set HTTP headers on Express.js apps
o cors, middleware to implement CORS on Express.js apps
o Hapi.js security modules
o dompurify, helps to sanitize inputs and request params
o eslint-plugin-security, to detect security gaps
o passport.js, authentication Express.js middleware
o authentication strategies in Hapi.js



https://github.com/kelektiv/node.bcrypt.js
https://helmetjs.github.io/
https://github.com/expressjs/cors
https://hapijs.com/plugins#Security
https://github.com/cure53/DOMPurify
https://github.com/nodesecurity/eslint-plugin-security
http://www.passportjs.org/
https://hapijs.com/tutorials/auth

RESOURCES (NODE.JS)

e Node.js Vulnerability scanning


https://docs.npmjs.com/cli/audit
https://snyk.io/
https://retirejs.github.io/retire.js/

